I‘a MINISTRY OF TRANSPORT
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14 August 2024

Téna koe

| refer to your email dated 22 July 2024, requesting the following under the Official
Information Act 1982 (the Act):

“a copy of this document under the OIA including drafts, appendices and
attachments.

2 Luxon, cc Brown, Doocey, Christine Stevenson OC240394 5/06/2024 Maritime
Security Core Issue Brief to Minister National Security and Intelligence”

| am releasing both documents to you with some information withheld.

The document schedule at Annex 1 outlines how the documents you requested have been
treated under the Act. Certain information is withheld or refused under the following sections
of the Act:

6(a) as release would be likely to prejudice the security or defence of New
Zealand or the international relations of the New Zealand Government
9(2)(a) to protect the privacy of natural persons

9(2)(f)(iv)  to maintain the constitutional conventions for the time being which protect
the confidentiality of advice tendered by Ministers of the Crown and officials

9(2)(i) to enable a Minister of the Crown or any public service agency or
organisation holding the information to carry out, without prejudice or
disadvantage, commercial activities

With regard to the information that has been withheld under section 9 of the Act, | am satisfied
that the reasons for withholding the information at this time are not outweighed by public
interest considerations that would make it desirable to make the information available.

You have the right to seek an investigation and review of this response by the Ombudsman,
in accordance with section 28(3) of the Act. The relevant details can be found on the
Ombudsman’s website www.ombudsman.parliament.nz
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HEAD OFFICE: PO Box 3175, Wellington 6140, New Zealand. PH: +64 4 439 9000
AUCKLAND OFFICE: NZ Government Auckland Policy Office, PO Box 106483, Auckland 1143, New Zealand. PH: +64 4 439 9000



The Ministry publishes our Official Information Act responses and the information contained in our

reply to you may be published on the Ministry website. Before publishing we will remove any
personal or identifiable information.

Naku noa, na

Hilary Penman
Manager, Accountability and Correspondence



Doc # Date Title Of Document Proposed decision on request
1 30/04/2024 | Draft - Maritime Security Core Issue Brief to Release with some information withheld
Minister National Security and Intelligence under Sections 6(a) and 9(2)(f)(iv).
2 5/06/2024 0C240394 - Maritime Security Core Issue Release with some information withheld

Brief to Minister National Security and
Intelligence

under Sections 6(a), 9(2)(a), 9(2)(f)(iv) and
9(2)(i)-




Document 1

RESTRICTED

f . Te Kawanatanga o Aotearoa
. New Zealand Government

MARITIME SECURITY CORE ISSUE BRIEF TO MINISTER NATIONAL

SECURITY AND INTELLIGENCE (L
'\ch

Purpose

i Brief you on the key sector priorities under the Maritime Security core issue. &

Key Points

. The Maritime Security Strategy, which has recently been refreshed, adop!
investment approach focused on People, Systems, and Tools.

Budget 24 has funded the Data Fusion System, Wwhich.i ‘@ sctor's System, - { Commented [JB1): Will update following B24

investment priority. This system will address a longstandi
Domain Awareness that has limited our ability t e

. The sector’s focus is now on Tools investme

. Beyond investments an@is ive priorities, the sector is innovating at speed to

overcome capabilit@
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Background

2 The Maritime Security Strategy (the Strategy) was developed in 2019 in response to
growing maritime security threats. It articulates how New Zealand delivers maritime
security for our nation. This requires that the right people, capabilities, processes,
policies, systems, and laws are in place to prevent and reduce harm from threats.

We have refreshed the Maritime Security Strategy

3 The sector has refreshed the Strategy to align with the National Security Strategy’s
approach, whilst retaining its priorities for investment. The refreshed Strategy allows
the sector to deliver a common strategic approach, coordinated investment and
effective resource prioritisation to deliver a whole greater than the sum of its parts.

4 The Strategy retains single agency responsibilities for specific aspects of mariti
security (e.g., the New Zealand Customs Service (NZCS) retains responsibili
stopping the entry of prohibited imports such as narcotics) with the Maritim
Oversight Committee (MSOC) overseeing maritime security in New Zea
ensuring the system is convened and working effectively together.

To support accountability, effo
currently focused on developi

7 The Strategy also identifi estments. The People investment was funded by
Budget 23, meaning we 10 ve a three-person secretariat? based at the Ministry of
Transport and a ten * National Maritime Coordination Centre (NMCC)* based
at Headquarters J ces New Zealand in Trentham. The sector’s focus for 2024-
2029 is on System ools investments.

|Systems investment, »

8 The stccessful Budget 24 bid for the Data Fusion System project (DFS) will address
a critical'weakness in New Zealand's maritime domain awareness (MDA) through the

2 Provides the National Strategic Coordinator, governance support, implementation of the Strategy and policy development.

2 Plus a further two FTE funded through Budget 2023.

# Responsible for provision of All-of-Government Maritime Domain Awareness and coordination of capabilities.
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adoption of Starboard Maritime Intelligence. This system was created for the New
Zealand context, harnessing machine leamning and artificial intelligence to
compensate for limited numbers of people.

9 |At the same time, agencies are adopting the EU-created Indo Pacific Regional
Information Sharing (IORIS) system which will give us secure communications with
adjoining Pacific, as well as ASEAN, maritime jurisdictions. This will help improve

information sharing, particularly against transnational criminalilyl

Tools investment

10 The sector’s Tool’s investment focuses on surveillance and response capabilities \
required to recover effective governance for our extensive maritime area, and to &
bolster our role in our region’s maritime security. C)

" ?N

12

13

The sector has other actions underwa

The sector is attempting to harness tech / d innovation

14 The sector is innovating at cludlng the adoption of technology to overcome
our limited People resour€in xamples of the sector’s approach are at Annex C.
reform underway

The sector has policy and

15 As part the S Il to “ensure the right policies, systems, and laws are in
place”, the wmklng to fill policy and legislation gaps. Specifically:

16 i ency review: Radio frequency (RF) is a particularly useful technology for
's context because it is cheap and ubiquitously used by mariners.
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17 s 9(2)(f)(iv)

he Ministry of Transport is seeking to
address this through its Maritime Review.

18 s 6(a)

o)

A key principle of this werk
has been developing information that minimises the compliance burden and aydéids
discouraging innovation and activity that is in New Zealand'’s interests.

The sector is working together

19 Due to the breadth of key threats, risks, and issues dffecting maritime security there is
overlap with all national security core issues, b_ﬁt.'particularly with TNOC, Border
Security, and Pacific Resilience and Security: Béééuse of this significant overlap, the
TNOC, Border Executive Board and MSQC Secretariats meet monthly to deconflict
and co-operate on work streams, while, the*Pacifi¢'National Security & Intelligence
Coordinator sits on the Pacific Maritime Security\Working Group.

Engaging with overseas partners

20 With maritime threats emfapating beyond-New Zealand’s borders, engaging with
maritime security pariners,is a critiealpart of the Strategy. Whilst the main focus of
our engagement remains’the Five Eyes because of our access to their intelligence
feeds, advice and,capabilities, engagement with the Pacific is rapidly becoming an
area of focus. THis Gooperation supports efforts to take appropriate action before
threats can impact on New Zealand.

Engaging with New Zealanders

21 To support.the' National Security Strategy’s priority Working Together, which
recognises the importance of the public contributing to national security, the sector
also ehgages with the New Zealand public. This is done through single-agency
engagemient programmes and sector-wide activity. That activity includes the
publication of the Guide to New Zealand’s Maritime Security Arrangements’ this year,
and the triennial Maritime Security Symposium (13 June).

s 9(2)(F)(v)

7 Available here: https://www transport.govt.nz/assets/Uploads/Guide-to-NZ-Maritime-Security-Arrangements_pdf
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ANNEX B: Measuring the Maritime Security Strategy

Measuring the Maritime Security Strategy

s 6(a)
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Annex C: Examples of Maritime Sector Innovation and Technology
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Document 2

28 May 2024

Rt Hon Christopher Luxon

Minister for National Security and Intelligence
cc Hon Simeon Brown

Minister of Transport

Hon Matt Doocey

Associate Minister of Transport

Christine Stevenson

Chief Executive and Comptroller, New Zealand Customs Service

MARITIME SECURITY CORE ISSUE BRIEF TO/MINISTER NATIONAL
SECURITY AND INTELLIGENCE

Purpose

Brief you on the key sector priorities under the’Maritime Security core issue.

Key Points

° The Maritime Security/Strategy sets\expectations for a sector that works together to counter
growing challenges:

N\ \V'
/.\Q

. The sector is_preposing legislative and policy reforms to support maritime security agencies’
ability to manage these threats.

s 6(a)

. Budget 24 has funded the sector’s System investment priority addressing a longstanding
capability gap in the detection of maritime threats.

o The sector’s focus is now shifting to its Tools investment (surveillance and response
capabilities), including innovating at speed with partners to overcome capability gaps.
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Recommendations

We recommend you:

1 B 9(2)()(iv)
Yes / No

2 note that the sector is making a case for legislative reform to help close capability

gaps.

X))
Audrey Sonerson Rt Hon Christopher Luxon %\;o
Secretary for Transport and Chair Minister for National Security.a
Maritime Security Oversight Committee Intelligence &

28/05/2024 L. g P < )
Minister’s office to complete: O Approved &)e 'neE
[0 Seen by Minister Q l@ een by Minister

O Overtaken m@eénts ?’S\
Comments Q/QQ_Q

Contacts
Name Telephone First contact

Audrey Sonerson, Secretary for Transport and Chair ot

v
Maritime Security Oversight Committee

Gavin Birrell, National Strategic Coordinator for
Maritime Security

Josh Bullivant, Policy Lead Maritime Security
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Background

1 New Zealand is an island nation, and the sea is important culturally to New Zealanders,
holding a central place in the history of our arrival here, our way of life and sense of identity.
As a trading nation with a significant maritime economy, New Zealand is reliant on the
connectivity the sea provides; with 99 percent of our freight carried by sea and 99 percent
of our international internet traffic travelling by cable, our prosperity depends on effective
maritime security. Our maritime area covers 1/12™ of the globe’s surface (depicted in Annex
A), making this a significant challenge.

2 The Maritime Security Strategy (the Strategy; see summary in Annex B) was developed in
2019 in response to that challenge. It articulates how New Zealand delivers maritime
security through the right people, capabilities, processes, policies, systems, and laws {0
prevent and reduce harm from threats. The Maritime Security Oversight Committee((the
Committee) is responsible for implementing the Strategy and ensuring the system is
convened and working effectively together.

We have refreshed the Strategy

3 The Committee has recently refreshed the Strategy in-house to align\with the new National
Security Strategy. It aims to deliver a common approach, ecoordinated'investment and
effective resource prioritisation to deliver a whole greater than<the sum of its parts. The
International Maritime Organisation has adopted-the Strategy as a global exemplar for
whole-of-government maritime security.

Q/QQ.Q\P

The sector works across the national security system

5 Due to the breadth of key threats, risks, and issues affecting maritime security, there is
overlap #ith all national security core issues, but particularly Sy»/ith Transnational Oraanised
Crimey Bovrder Security, and Pacific Resilience and Security.

S

The sector has policy and legislative reform underway

6 To deliver the Strategy’s right policies, systems, and laws, the sector is working to fill policy
and legislation gaps. Specifically:

s 6(a)
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6.1 Radio frequency review: Radio frequency (RF) is a particularly useful tecgnzologv for
surveillance because it is inexpensive and commonly used by mariners. * “ 200

6.2 Maritime review: The Ministry of Transport and Maritime New Zealand are working
together to improve maritime legislation by seeking approval from the Associate
Minister of Transport to undertake targeted amendments to the Maritime Transport
and Maritime Security Acts. Approval to undertake the amendments would improve
our ability to deliver security outcomes. * 220

Amending legislation will allow us to be more efficient and cost efféctive in
meeting our search and rescue obligations for these vessels, as well as providing
benefits for the wider regulatory system including border security.

Engaging with overseas partners

7 With maritime threats emanating beyond New Zealand’s borders, engaging with maritime
security partners is critical to the Strategy. Whilst the focus of ourengagement remains the
Five Eyes because of our access to their intelligence feeds, advice and capabilities,
engagement with the Pacific is rapidly becoming-an,area of focus. This cooperation
supports efforts to take appropriate action before threats,can impact New Zealand.

Engaging with New Zealanders

8 To support the National Security Stratedy’s priotity* Working Together, which recognises the
importance of the public contributingto national security, the sector engages with the New
Zealand public. This occurs/throtigh single-agency engagement programmes and sector-
wide activity. That activity in€ludes the publication of the Guide to New Zealand’s Maritime
Security Arrangements* this/year sand the triennial Maritime Security Symposium (13 June).

Measuring Strategy Implénientation
9 To support accountability, we are measuring the Strategy’s implementation, as depicted at

Annex D. 56@) \Y4
s 6(a) /Q\

The Maritime Security Strategy in action

10 The Strateégy identified three investments. The People investment was funded by Budget
23,s0'We now have a three-person secretariat® based at the Ministry of Transport and a
tén-person® National Maritime Coordination Centre’ based at Headquarters Joint Forces
New Zealand in Trentham.

11 Budget 24 funded the Systems investment to improve our maritime domain awareness
through Starboard, a world-leading application. Created for the New Zealand context with

s 6(a)

4 Available here: https://www _transport.govt.nz/assets/Uploads/Guide-to-NZ-Maritime-Security-Arrangements_pdf

5 Provides the National Strategic Coordinator, governance support, implementation of the Strategy and policy development.
8 Plus a further two FTE funded through Budget 2023.

7 Responsible for provision of All-of-Government Maritime Domain Awareness and coordination of capabilities.
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maritime security agencies, it harnesses machine learning and artificial intelligence to
compensate for limited numbers of people. This system will help achieve the key outcomes
under the Strategy’s Understand pillar: understanding of our extensive maritime area,
ensuring that New Zealand agencies are well placed to prevent or respond to threats that
could impact our security.

At the same time, we have renegotiated the All of Government contract with Kordia (a New
Zealand State-Owned Enterprise) for the coastal receivers that detect the globally
mandated Automatic Identification System which provides accurate location data for most
vessels off our coast. S92 replaces
the life expired equipment and future proofs the service by upgrading to a transmit
capability allow agencies to issue tailored, local, safety and security messages. -

Tools investment Q%(L

The sector’s next focus is developing options for the Tools investment whi %h

13
surveillance and response capabilities required to deliver effective gov of our area,
and to bolster our role in our region’s maritime security. t)

14 The sector has been working since the Strategy’s publieation to e the role of
technology in delivering surveillance and response B

15

16

17

Next Steps

18
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Annex B: Overview of the Maritime Security Strategy

The Vision

A rmaritime security sector that secures

New Zealand's significant maritime aconomic,
cultursl and anvironmental inberests is better
able to deder adversanes reduce ham to
MNew Zeatand communities and axert effective
Kaitiak®anga {guardianshap) of the saa,

The Approach g s

- : v - siact
The maritime security sactor's contribuSon o

10 rnational security is gusded by four
mtedocking pdlars: Undarstand, Engage.
Prevent, Respond.

These pillars describe how an efficient and
effective system poes abhout acheving
manitime security.

The pdlars are underpinned by two
suppoing principles: The comprefens ve
multi-agency approach and Kaitakitanga

ACHIEVED BY "MTAm" MES

/¥

N SN St 4 O\
MARITIME e
SECURITY
STRATEGY
2024

Priority 1 Priority 2
Enable the Establish sector planning
camprehensive and assessment

multi-agency response expectations
+  Miskter of Tearspon is the * A eredial Mastime
Laad Mirisler Soelly Adaaiayve Fat
MOT 5 U kit o o fars wimangng theaats
G OEPOnUSited
= AN annunl Prevenson and
I : Raspones Cameagn Plan
ASSessanan], ot * % it Sts o rneg rated
afvd Wi N A SOErOREh o 1he
cEgmiity and capataity Cepioyrrard of rescurces

SYSTEM
ENABLERS

SLSR0N SE00r GOVETANlE
Nals S50 Sl Sachnsn
MO parformancd and
Snalye AOerSucl 1O il e Policy Coardimation
ST SeCuriTy robes and St hong -termn poboy
e oo sl e ardd Nvisyean!
priorilng

’ Priority: 2024 ’ Priceity: 2024-2

Do Be i Ty ational
CorTierd 0l Miciirie (N Serior's
raach snd anhancs
e iSgation «¥orns : ril

AGenoes provide
Compraherhag sl
Maragaimen of the
Marnline Sacurly theaats
har ares of responsitality
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Annex D: Measuring the Maritime Security Strategy

Measuring the Maritime Security Strategy
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Annex E: Examples of Maritime Sector Innovation and Technology
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