L TE MANATO WAKA

;"{ Ministry of Transport

13 July 2021

h

Dear-

| refer to your request to the Rt Hon Jacinda Ardern, Prime Minister, dated 17 May 2021,
pursuant to the Official Information Act 1882. The following parts of your request were
transferred to the Ministry of Transport on 31 May 2021, to which | am responding.

Redacted to protect personal privacy

“Please provide any Information you have about any perceived benefits and/ or risks of
vaccination passports.”

Documents within the scope of your request can be found in the Appendix, which also
includes reasons on why certain information has been withheld.

The documents attached refer to a number of developments in the travel health pass space
internationally, that we continue to keep up to date with: Yotrmay be interested to view the
following links below, which provide further information on work underway within key
international setting bodies regarding vaccine certificates.

International Civil Aviation Organization

elivers _important benefits for secure and efficient COVID-19 testing and
vaccination validation

World Health Organization

Section 9 information withheld

In regard to the information that has been withheld under section 9 of the Act, | am of the
opinion that there are no countervailing considerations that make it desirable, in the public
interest, to make the information available.

You have the right under section 28(3) of the Official Information Act to make a complaint
about the withholding of information to the Ombudsman, whose address for contact

purposes is:

The Ombudsman

Office of the Ombudsmen
P O Box 10-152
WELLINGTON



The Ministry publishes our Official Information Act responses and the information contained in
our reply to you will be published on the Ministry website. Before publishing we will remove
any personal or identifiable information.

ours sincerely

Redacted to protect personal privacy

Bev Driscaoll
Manager, Regulatory Policy



Appendix 1: Document list

Date

Document

Description of information to withhold

1 28 January 2021

Briefing International Connections and
the Border — Travel Pass and “Green
Travellers”

This information was released to you in a previous Official Information
Act Request.

2 23 February

Briefing — Meeting with Robert Courts MP,
UK Parliamentary Under-Secretary of State
at the Department of Transport

This information was released to you in a previous Official Information
Act Request.

Document excerpt Transport COVID 19

3 12 March The Report is provided to the Minister of Transport on a weekly basis. It
Response Insights Situation Report is designed to give the Minister a quick update on all the Transport
COVID 19 Response workstreams. Information that is out of scope, or
provided to you in a previous OIA response has been removed.
4 1 April Email Fake COVID-19 Vaccination Some information is withheld under the following sections of the Official
Certificates Information Act 1982:

e 9(2)(a) ~ relating to personal privacy
® ©(c) ~ relating to prejudice to the maintenance of iaw.

Please note, there is a reference to a communication, in the sentence
about the International Air Transport Association, which is footnote four.
We have been informed that this was an incorrect reference, and the
final version was as follows:




Date

Document

Description of information to withhold

The International Air Transport Association (IATA) Travel Pass app is
one example of a travel health pass, which Air New Zealand have
indicated they will trial in April this year.

Source is: Air New Zealand trials global digital travel pass. 22 Feb 21.
https://www.airnewzealand.co.nz/press release 2021 airnz trials global-
digital travel-pass. (Accessed 1 Apr 21).

1 April Briefing Introduction to the Travel Health | Some information is withheld under the following sections of the Official
Pass Work Programme Information Act 1982:
e B(a) —relating to prejudice to the international relations of the
New Zealand Government
s 9(2)(a) — relating to personal privacy
o 9(2)(f)(iv} ~ maintaining constitutional conventions which protect
the confidentiality of advice tendered by officials
9(2)(g)(i) — relating to the free and frank expression of opinion by
officials.
9 April Vaccine Passport & Certificates —Insights | As noted in the email from our Official Correspondence Unit to you on

Report DRAFT

30 June 2021, this document falls within the responsibilities of the
Department of the Prime Minister and Cahinet, and has been
transferred to it for consideration.




Date

Document

Description of information to withhold

15 April

Briefing — Travel Health Pass Work
Programme

Some information is withheld under the following sections of the Official
Information Act 1982:

e B(a) ~ relating to prejudice to the international relations of the
New Zealand Government,
9(2)(a) relating to personal privacy
9(2)(b)ii) prejudice to the commercial position of a company
9(2)(f)(iv) — maintaining constitutional conventions which protect
the confidentiality of advice tendered by officials
9(2)(g)i) relating to the free and frank expression of opinion by
officials.
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Travel Health Pass Excerpts from Transport COVID-19 Response Insights Situation Report

12 March

Travel pass and green travellers

Through a series of workshops, we have confirmed the content of Travel Health Pass programme,
including work areas and agency leads to progress the work areas identified. The programme itself
takes an end-to-end look at a passenger’s journey, and focuses on the role of traveller health
certificates in facilitating travel in and out of New Zealand. The aim of this work is to position New
Zealand to be able to move when the health science says it is safe to do so, recognising that
international connectivity remains fundamental to the economic and social wellbeing of New
Zealanders. We acknowledge there are significant unknowns about the role and impact of vaccines,
and New Zealand is not expected to reach domestic vaccination targets until late 2021. Advice to
Ministers is expected by the end of March confirming the work programme, timing of advice over
the coming months and key considerations and dependencies that Ministers will need to be aware
of, and decision points.

We hosted a cross agency session on 11 March with Air New Zealand and the International Air
Transport Association (IATA) to hear more about the IATA Travel Pass and Air New Zealand’s
upcoming pilot. The trial provides an important opportunity for Air New Zealand to test the
technology that underpins the IATA Travel Pass and it intends to trail this on a small group of crew
and passengers on the Auckland to Sydney Route in mid April (timing to be confirmed).

The IATA Travel Pass is built it in modules as an indust y solution based on open-source standards. It
can be used in combination with other provide s or as an end-to-end solution. Importantly, it
appears to be able to sufficiently blend a person s COVID-test status (and in future vaccination
status) with their identity (passport). However, government to government assurance process
associated with that credential (how i is pushed from an individual to the appropriate government
authorities for the purpose of travel) is a key issue that needs to be worked through.

Border measures, restrictions, internal affairs and resurgences

Digital vaccine passports continue to be a big point of discussion as the world looks to reopen both
domestically and internationally. There is a consistent theme of concerns being considered in the
planning and roll out: privacy/security concerns in relation to data, equity/discrimination concerns
given that some people cannot get vaccinated and many developing countries are struggling to
procure vaccines, and rights concerns in relation to people who do not want to be vaccinated.
However lIsrael, Australia, the UK, the EU, China, and Denmark are all either planning or have
already rol ed out versions of a vaccine passport, and IATA, IBM, and the World Economic
Forum/The Commons Project have all produced technologies and are undergoing trials with airlines
and countries. While the goal for many is to have a universal/coordinated platform that can be used
globally, the range of different “passports” and the differing goals of jurisdictions is making this
difficult.



Document 4

From: Sija Robertson-Stone [DPMC]

To: Alec Morrison

Cc: Brent Johnston; Shelley Tucker; Mark Wardle
Subject: RE: Fake COVID-19 Vaccination Certificates
Date: Thursday, 1 April 2021 12:27:24 pm
Attachments: image001.png

Kia ora Alec,

Thank you so much, that is great, really appreciate it

From: Alec Morrison <a.morrison@transport.govt.nz>

Sent: Thursday, 1 April 2021 12:23 pm

To: Sija Robertson-Stone [DPMC(] <Sija.Robertson-Stone@dpmc.govt.nz>

Cc: Brent Johnston <B.Johnston@transport.govt.nz>; Shelley Tucke
<s.tucker@transport.govt.nz>; Mark Wardle <M.Wardle @transportigovt:nz>
Subject: RE: Fake COVID-19 Vaccination Certificates

Hi Sija

| suggest the following.

m -! There are various private sector vaccination
certificate recording schemes) in development (otherwise known as a travel health passes),

however due to the range @f’'schemes andwarying processes this may add further confusion to
determining the reliability"of a vaccine“certificate. The International Air Transport Association
(IATA) Travel Pass appiis one example of a travel health pass, which Air New Zealand have

indicated they will\tpial in Apgil this year.H] The New Zealand government, as part of its Travel
Health Pass werk programme (\he’Programme) is working together with a group of government
agencie€, #6 dévelop, vetifiable vaccine certification to facilitate international travel. The
Progpamme will consideg the international context including possible existing solutions like the
IATA Travel Pass. Aldetailed overview of the Programme is intended to be provided to you on the

week'ef 5 April 2024 _ ) - .
Withheld under section 6(c) of the Official Information Act 1982

Thanks

Ale¢ Mortison
Senir Adviser, Strategic Policy and Innovation
Ministry of Transport — Te Manata Waka

T 2. orrison@transport.govt.nz | www.transport.govt.nz

Enabling New Zealanders to flourish

Note: | don’t work Mondays

From: Shelley Tucker <s.tucker@transport.govt.nz>
Sent: Thursday, 1 April 2021 12:10 PM
To: Sija Robertson-Stone [DPMC(] <Sija.Robertson-Stone@dpmc.govt.nz>; Alec Morrison

Withheld under section 9(2)(a) of the Official Information Act 1982



<a.morrison@transport.govt.nz>; Mark Wardle <M.Wardle@transport.govt.nz>

Cc: Brent Johnston <B.Johnston@transport.govt.nz>
Subject: RE: Fake COVID-19 Vaccination Certificates

[IN-CONFIDENCE]
Hi Sija,

| have asked my colleague Brent Johnston to comment if he can. Noting your short timeframe
though — Alec, are you able to comment please?

\2{(, C)&

From: Sija Robertson-Stone [DPMC(] <Sija.Robertson-Stone@dpmc. ;M ?\
Sent: Thursday, 1 April 2021 12:07 pm S ;

To: Alec Morrison <a.morrison@transport.govt.nz>; M
<M.Wardle@transport.govt.nz>
Cc: Shelley Tucker <s.tucker@transport.govt.nz>

Subject: FW: Fake COVID-19 Vaccination Certlfl? ‘ &

[IN-CONFIDENCE]

Kia ora, Q Q~
By way of introduction, | %@ InSQQ porting Team in the COVID-19 Group.

| have been consul |n e beIo aragraph today related to Fake COVID-19 Vaccination
Certificates.

Givenyi % commended to me by others, to consult with.
ing if @t be able to help review the following paragraph for a short-turn
aroun |n5|gh doing for the COVID-19 Minister’s office (I am hoping to include it for

the report today, apologies for the short notice, no worries if you can’t help in that
time, | 0 nS|der|ng holding it over to the following week depending on the responses |

recQ
The draft paragraph is as follows:

Monitoring of the dark web by a cybersecurity firm has identified discussion by New Zealanders
of getting fake COVID-19 vaccine passports, although to date there is no evidence of any being

obtained. [ Internationally, advertisements for fake COVID-19 vaccination documentation on
the dark web have increased by approximately 300% since January (currently there are over

1,200).1;21 For example, fake vaccination cards from the Centers for Disease Control and

Prevention (CDC) are available for purchase.l-‘?’-l There are various private sector vaccination
certificate recording schemes in development, however due to the range of schemes and varying
processes this may add further confusion to determining the reliability of a vaccine certificate.
The International Air Transport Association (IATA) app is one example of a vaccination certificate

recording scheme, which Air New Zealand have indicated they will trial.Iél The New Zealand



government is considering how to work in with such schemes.

Please note the source for reference 4 will change to the Air NZ website.

If you have any new information, or any concerns with the above, or can confirm that there are
no issues from your perspective, that would be gratefully received.

Nga mihi,

Sija Robertson-Stone (pronoun - she/her)

Manager, Insights and Reporting Team | COVID-19 Group
Department of the Prime Minister and Cabinet

E sija.robertson-stone@dpmc.govt.nz

=]

Withheld un@&'on 9(2)( Official Information Act 1982

The information contained in this email message is for t @@- of the i ded recipient only and is not
necessarily the official view or communication of the Dep ent of the Prime ister and Cabinet. If you are not
i S!
nd no

the intended recipient you must not disclose, copy this me the information in it. If you have
received this message in error, please destroy th@

t® er immediately.

/hackers-offering-forged-official-covid-vaccination-certificates-and-negative-test-results-
Mar 21)

onal communication from Police, Received 31 Mar 21

o@dal" COVID vaccination certificates and negative test results on dark net. 24 Mar 21

dark [MC3HPUHLPZ5T2NNPMGZXS7NY/ (Accessed 1 Apr 21)

a2 Cybercriminals are increasingly selling forged vaccination certificates on the darknet. 24 M ar 2 1

https://fortune_com/2021/03/23/covid-vaccine-cards-fake-vaccination-certificates-darknet-cyber-criminals-sellin
(Accessed 1 Apr 21)

& Hackers offering forged “official” COVID vaccination certificates and negative test results on dark net. 24 Mar 21
https://securitybrief.co.nz/story/hackers-offering-forged-official-covid-vaccination-certificates-and-negative-test-results-

on-dark-net (Accessed 31 Mar 21)
M Personal communication from Police, Received 31 Mar 21
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TE MANATU WAKA BRIEFING

1 April 2021

Hon Chris Hipkins
Minister for COVID-19 Response

cc Hon Dr Ayesha Verrall
Associate Minister of Health

Introduction to the Travel Health Pass Work Programme

Purpose

To respond to your request of 22 March 2021 for a brief oveérview of the vaecines passport
work otherwise known as the Travel Health Pass Work Programme (the'Programme). We
are aiming to provide a more substantive briefing todyou'in the week of 35 April 2021.

The Programme focuses on the role of COVIR-19 vaccination certificates in facilitating
travel in and out of New Zealand

1.

With COVID-19 vaccinations starting to he rolled. out\globally and in New Zealand,
vaccination certificates meeting rigorous health.criteria, and operationally sound, are
seen as offering an opportunity to'ease border sestrictions without compromising public
health. A vaccination certificateiis/a medicCalcertificate, either digital or a smart paper
solution that enables the hglder to shew'proa’ of vaccination.

Work is underways.led by.the Ministries of Health and Transport together with a group of
government agencies ;'to develop Verifiable vaccine certification to facilitate international
travel. This will provide informatioron a traveller's COVID-19 vaccination status that will
meet health conditions of.entry required by New Zealand and other countries. As the
eventual form.and content of Such certification must meet international standards still to
be agreed,as well‘as our own, New Zealand is working closely with the World Health
Qrganization and other relevant certifying bodies, such as the International Civil Aviation
Organisationy, to,ensure alignment.

The Programme sits within the ‘Keep It Out’ and ‘Prepare for It’ pillars of the Elimination
Stratégy‘and'within a wider programme led by the Department of the Prime Minister and
Cabinet (DPMC) around options to reopen the border. Governance of the Programme
sits under the Border Executive Board.

We are increasingly likely to see countries and the international travel industry (e.g.
aviation, cruise etc.) requiring verification of a traveller's COVID-19 health status
(vaccination and/or testing) to enter a country. Work, as part of the Programme, is
balancing keeping abreast of standards and international developments while ensuring
whatever solution is implemented in New Zealand works best for us and is broadly
consistent with our international partners.

" Other agencies include the Ministry of Foreign Affairs and Trade, the New Zealand Customs Service, the Ministry of Business,
Innovation and Employment (including Immigration NZ), the Department of Internal Affairs, the DPMC, and the Treasury.

RESTRICTED
Page 1 of 4



5. Although a digital vaccine certificate is not yet available, in the meantime everyone who
receives a COVID-19 vaccination in New Zealand is provided with a paper vaccine
certificate card, linked to the persons’ National Health Index. While this can be used as
evidence of vaccination at overseas borders it is vulnerable to forgery and may not be
accepted as a criteria for entry.

The Programme is underway and is broken up into two critical areas
6. In broad terms, the Programme consists of two fundamental areas:

o Health information:

o Border processing:

8. Designing an end-to-end process is critical for government agencies, airlines, airports,
ports and travellers. Other key policy questions which are being looked at across
government, and that feed into the Programme, relate to ensuring health criteria

Withheld under section 9(2)(f)(iv) of the Official Information Act 1982

RESTRICTED
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Withheld under section 9(2)(f)(iv) of the Official Information Act 1982
There is significant work underway internationally on travel health passes

9. We have been engaging in a number of international fora so that we have wide visibility
of emerging industry and government developments. We are prioritising our
engagements to maximise the influence New Zealand can have, and value we gain. We
are engaging with:

o the two critical international standard setting bodies:

= the World Health Organization; and

= the International Civil Aviation Organization

o the International Air Transport Association {(LATA), representing 260 international
airlines, who is currently developing and trialling a travel pass-app with a number of
airlines (including Air New Zealand).

Withheld undegsection 6 (a) of the Official Information Act 1982
Indicative timeline for more substantive.advice

10. We are aiming to provide you with a more detailed'overview of the Programme in the
week of 5 April 2021. The Border Executive Boardrhas considered the direction of the
Programme ahead of this‘advice<The advice will help to support discussions on the
Government’s long-term barder re-opening strategy at the meeting of the COVID-19
Ministerial Group scheduled for 15 April 2021. This overview will lay out the key
considerations, and«timing of next steps over the coming months. The briefing also
provides a summary of current health pass-type platforms being trialled to varying
degrees globally (including the IATA Travel Pass app).

11. The table below provides,you with indicative key milestones and dates that you should be

Actiop/miléstone Date

Provision of detailed overview briefing for the COVID- | Week of 5 April 2021
19*Minister's meeting scheduled for 15 April 2021

Withheld under section 9(2)(f)(iv) of the Official Information Act 1982

RESTRICTED
Page 3 of 4



Recommendations
We recommend you:
1 note the contents of this briefing No

2 note that we will aim to provide you with a more detailed overview of the

Programme on the week of 5 April 2021.

Hon Chris Hipkins

Brv nt Johnston

Acting Policy Director, Ministry of Ministerfor COVID-19 Response
e i 6,424
1LY
Minister’s office to complete: 1 Approved [1 Declined
O Seen by Minister [0 Not seen by Minister
[1 Overtakentiy, events
Comments
Contacts
Name { _ Telephone First.contact
Alec Marfison, Senior Adviser, Strategic Policy and
Infnovation

BrentJohnston, Aeting Policy Director

3

Bev Drigseoli/Manager, Regulatory Policy

Withheld under section 9(2)(a) of the Official Information Act 1982

RESTRICTED
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TE MANATU WAKA BRIEFING

15 April 2021

Hon Chris Hipkins
Minister for COVID-19 Response

cc Hon Dr Ayesha Verrall
Associate Minister of Health

TRAVEL HEALTH PASS WORK PROGRAMME

Purpose

A meeting of the COVID-19 Ministerial Group is being convened in the coming weeks. We
understand that the meeting will focus on the long-term stratégic borderre-opening
framework. This briefing provides you with an overview,of the Travel Health Pass work
programme (the Programme), a subset of work within the framewerk

Key points

The implementation of a vaccination certificate for travellers that meet rigorous health
criteria, are critical to support the easing of borderrestrictions without compromising
public health.

We are likely to see countriesand the'travelindustry require with greater frequency
verifiable proof of a traveller's COVID-19 health status (e.g. vaccination and/or COVID-19
test results). And the,New Zealand government will need to provide people with a way of
showing this digitally.

Conversely, we will also needsaccess to the vaccination status of travellers intending to
come'toNew Zealand) Wesacknowledge there is ongoing uncertainty about how the
COVID-19risk profile,wil evolve over 2021. However, preparatory work is necessary to
ensure we are well positioned to support travellers coming to New Zealand, when we
start'to relax our border restrictions in the future.

Designing an end-to-end process is critical for government agencies, airlines, airports
and travellers. Importantly traveller’s health credentials must be merged with and form
part of'the overall set of information that government requires in order to ensure a
traveller meets all requirements before being permitted to enter the country. The key
features of the work are shown visually in Annex 1.

There is significant work underway internationally on vaccine certificates and travel health
passes, but no international standards as yet. New Zealand is engaged in a number of
different fora, and our approach to date has been to maintain wide visibility of
developments.

However, it is fair to say the travel health pass space is ‘crowded’ and we need to
prioritise our engagements to maximise the influence New Zealand can have, and value
we gain. Therefore we will continue to focus our forward engagements with:

RESTRICTED
Page 1 of 9
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o the two critical international standard setting bodies:

e the World Health Organization; and

o the International Civil Aviation Organisation.

Withheld under section 6(a) of the Official Information Act 1982
o the International Air Transport Association, representing 260 international airlines,

who is currently developing and trialling with a number of airlines (including AirNew

Zealand), a travel pass app insofar as it can be made available 10 airlines at-pre-
boarding.

Withheld undefsectinn 9(2)(f)(iV) ofithe Official Information Act 1982

¢ In the interim, we recognise there is growing publiciinterestin'this.area, and we
recommend Ministers use the key messagesiattached at/Annex2 which summarises the

focus and staging of the work. We will centinue'to update.these messages as the work
progresses.

RESTRICTED
Page 2 of 9



Recommendations

We recommend you:

RESTRICTED

1 refer this briefing to other members of the COVID-19 Ministerial Group Yes

2

3 invite the COVID-19 Ministerial Group to note fhe Travel Health Pass work
programme and the strategic focus for our international engagemeiits,

No

Withheld under section 9(2)(f)(iv) of the Official

Information Act 1982
Yes/'lo

_' A

Kirstie Hewlett

Deputy Chief Executive, System and

Regulatory Design
(2,704 /,202)

Hon Cheis Hipkins
Minister for COVID-49 Response

[0 Declined

Minister’s office to complete: * " [ Approved
LI'Seen by Minister - I Not seen by Minister
1 Overtaken by events
Comments
Contacts
Name Telephone First contact

Alec Meofrison, Senior Adviser, Strategic Policy and

Innovation
Brent Johnston, Acting Policy Director v
Bev Driscoll, Manager, Regulatory Policy v

Regulatory Design

Kirstie Hewlett, Deputy Chief Executive, System and

Withheld under section 9(2)(a) of the Official Information Act 1982
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TRAVEL HEALTH PASS WORK PROGRAMME

Programme context

1.

Ongoing COVID-19 vaccination across the globe offers the best chance of border re-
openings world wide. The effective operation of a vaccination certificate for travellers that
meet rigorous health criteria, are critical to support the easing of border restrictions
without compromising public health. A vaccination certificate is a medical certificate,
either digital or a smart paper solution that enables the holder to show proof of
vaccination.

While we acknowledge that there is significant uncertainty as to how the global COVID-
19 risk profile is likely to evolve over 2021, we are increasingly likely to see countries and
the travel industry require verifiable proof of a traveller’'s COVID 19 health status (e.g.
vaccination and/or COVID-19 test results).The New Zealand government will need to
provide people who receive COVID-19 vaccination (and/or COVID-19 tests results in
New Zealand) with a way of showing this digitally.

Conversely, we will also need access to the vaccination status of travellers intending to
come to New Zealand. As the roll-out of vaccines progresses, vaccination status could,
where appropriate, be added as an additiona layer of verification to support either
reduced quarantine or quarantine free travel to New Zealand.

Governance, scope and coordination

4,

The Programme sits within the ‘Keep It Out’ and ‘Prepare for It’ pillars of the Elimination
Strategy and within a wider strategic programme led by the Department of the Prime
Minister and Cabinet (DPMC) around future border settings.*

The travel health pass work programme is not making decisions around border
reopening; rather it will ensure that New Zealanders are able to travel internationally, and
that we preserve policy options for the use of travel passes as part of the passenger risk
assessment for entry into New Zealand. While we are not there yet, we need to be ready
to support the resumption of travel, when it is safe to do so, given the fundamental
contribution international connectivity provides to the economic and social wellbeing of
New Zealand.

The Border Executive Board (BEB)? provides strategic oversight of the Programme. And
the Programme itself is being coordinated by the Ministry of Transport (the Ministry) and
Ministry of Health (MoH), with inputs/contribution from the following agencies: the DPMC,
the New Zealand Customs Service (Customs), the Ministry of Business, Innovation and
Employment (MBIE) including Immigration New Zealand (INZ), the Ministry of Foreign
Affairs and Trade (MFAT), the Department of Internal Affairs (DIA) and other agencies
with specific interests.

1 See Annex 3 for further information.

2 The BEB is an interdepartmental executive board serviced by the New Zealand Customs Service. It has been established as
part of New Zealand’s defence against COVID-19. It is intended to help co-ordinate the management of New Zealand’s borders,
for example by assisting the relevant departments to make strategic improvements to border systems.

RESTRICTED
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Key features of the Programme / choices Ministers will need to make

Health component

Current situation/key observations

7.

10.

11.

COVID-19 vaccinations are being rolled out domestically and internationally. There is
considerable variation in the pace and distribution of vaccines and a variety of
vaccinations are being deployed internationally.

In New Zealand approximately 135,000 vaccines have already been given, and
confidence is building about the safety and efficacy of the Pfizer/BioNTech vaccine that
we are using. People vaccinated in New Zealand currently receive a paper-based
vaccination certificate that sets out basic information relating to the vaccination and their
name, date of birth and National Health Index number. At a national level their
vaccination is recorded in the COVID Immunisation Register.

Paper certificates, however, are more open to forgery, particularly where they are seen
as a means to access certain restricted opportunit es A digital certificate that provides
validated credentials about a person’s vaccination status will be an important solution to
this problem. A visible digital seal applied to vaccination certificates can also serve to
validate the authenticity of paper documents and their information.

It is important that there is an agreed set of standards for such certificates so that these
certificates can be recognised overseas. We are closely engaged with the World Heath
Organization (WHO), which is developing guidance and technical specifications for
member states in adopting interoperable standards for a “Smart Vaccination Certificate”.
This is likely to provide the best opportunity for internationally agreed standards. Further
information on the WHO initiative are summarised further on in this briefing.

We recognise the science around vaccine efficacy has and will continue to change. This
will influence broader decisions around when and how we might relax border restrictions,
but it does not need to influence or delay when we confirm minimum certification or
information requirements. It is critical however that any system developed by New
Zealand, whether independently or as part of internationally recognised standards, is
designed in accordance with this country’s public health requirements and information
privacy principles.

Border component

Current situation/key observations

12.

Work is underway domestically and internationally regarding the need for, the design of
and the process associated with health credentials (i.e. proof of vaccination and COVD-
19 test results) at the border Including how they can be integrated with all of the other
information a traveller must provide so that governments can assess risk at, or if possible
before, the border. This work explores the integration of all of that data (including health

RESTRICTED
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credentials) using existing Government systems such as the platform on which the New
Zealand Electronic Travel Authority (NZeTA) operates.?

13. This sits alongside work already underway between MoH and INZ that will provide a
declaration that will allow inbound travellers to provide contact tracing information and
answer health questions using an app. It leverages the cloud-based platform on which
the NZeTA sits. The app will be launched in April 2021 and may be subsequently
iterated, including expanding the notion of an app for travellers to declare the range of
information they are required to provide to border agencies

14. The key focus of the border work includes:

Withheld under section 9(2)(f)(iv) of the Official Information Act 1982
The Programme is informed by, and contributing to, international thinking

International standard setting bodies

15. The WHOyas noted earlier, has a programme of work on vaccine accreditation. The two
delivérables for this work are a specification document for a Smart Vaccination Certificate
and the development of an international trusted framework that addresses global
interoperability. This initiative is likely to provide the best opportunity for internationally
agreed standards. It is expected that final standards and guidance will be issued in June
2021 this year.

3 The NZeTA is an electronic visa waiver, introduced in July 2019. It allows eligible citizens to travel to New Zealand for tourism,
business, or transit purposes. Eligible citizens can apply through the NZeTA application online.

RESTRICTED
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16. International Civil Aviation Organization (ICAO) sets international Standards and
Recommendations Practices (SARPSs) for civil aviation within the United Nation system.
This includes landside formalities associated with the clearance of aircraft, passengers,
goods and mail, with respect to the requirements of customs, immigration, public health
and agricultural products.* ICAO continues to iterate guidance to States on settings
across all facets of civil aviation in response to COVID-19; developed in collaboration
with the WHO and industry bodies.

17. As part of our involvement in the ICAO Traveller Identification Programme and its New
Technologies Working Group, we are investigating the use of Visible Digital Seals (VDS)
that can be used to link COVID-19 vaccinations to passports, and validate the
authenticity of the information through the same encryption mechanismssused in
ePassports. These specifications have already been developed by ICAO and!ts working
groups. Reporting through the MFAT advises that applying/increased security, and
encryption to immunisation records has already presented some challenges because
countries like Canada and the United Stats, that have sub-nationalhealth authorities that
undertake the vaccinations and other jurisdictions/are ‘not keeping any,records of
vaccinations.

Partnering with other key countries

-
(0]

-
o
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Technology developments are extensive Information Act 1982

21. The travel health pass space is very crowded with lots of different players around the
globe looking at technology and different solutions. Interoperability, information quality
and privacy protections are going to be critical factors to work through. It is beginning to
emerge that in the New Zealand context, obligations on inbound travellers should drive
them to supply their travel credentials (including their health status) digitally so that the
information can be “pushed” to whomever requires it in order for risk to be managed and

“New Zealand is a signatory to the Chicago Convention on Intemnational Civil Aviation which brought into being ICAO and
comprises 19 annexes containing the SARPs of the international civil aviation.
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information to be independently verified by Government — for example, Customs and
Immigration authorities; and the airline itself. There may also be the need for some
manual processing for travellers without a smart phone or other digital means to account
for countries that do not have a digital means of verification.

The International Air Transport Association (IATA) I

Withheld under section 9(2)(g)(i) of the Official Information Act 1982

22. IATA is developing an app for travellers called, Travel Pass. It is pitched as a global and
standardised way for countries to validate and authenticate all country regulations
regarding COVID-19 passenger travel requirements. Travel Pass usérs will be able’to
create a digital health wallet linked to their e-passport. Once travellers have been tested
and/or vaccinated, labs will securely send the results to the individual's app. It then
checks destination country requirements for travel against the results datarand ‘advises
customers if they meet those travel requirements or not.

N
w

Withheld under section 9(b)(ii) of the Official Information Act 1982
24. It remains unclear yet how that authenticated data can be made available to governments

sothatihey can authenticate and gain assurance that people are eligible to travel to their
country

Air New Zealand IATA Travel Pass trial

25. Air New Zealand, as well as other airlines such as Emirates and Qantas are trialling the
IATA Travel Pass app. The Air New Zealand trial is due to kick off on 20 April outbound
from-Auckland to Sydney. It is working with a lab in NZ providing PCR testing for
outbound, and a large lab chain in Australia for inbound. The airlines expectation is that it
will test the end-to-end technology and operational processes, from downloading the app,
presenting at the lab and validating identity with passport, entering flight details, receiving
a green “Okay to Travel” tick connected to the individual’s test credential and that specific
flight, and finally presenting to the airline team at the airport.
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Information Act 1982

We will brief you on the Programme over the coming months
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Annex 1 — Key features of the Travel Health Pass Work Programme
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Annex 2 — Public facing key messages

e Travel in a post-COVID world is going to look different and not every country will have
the same entry rules.

¢ Vaccines will almost certainly change the face of COVID-19 border management.

e The ideal end state for most countries is to get widespread vaccination coverage at
home so they can begin to open their borders with minimal risk of sparking
community transmission.

e But widespread vaccination coverage is likely to be some time away for most
countries and probably a lot longer for developing countries.

¢ In the meantime, the global community is actively discussing the need for a verifiable
COVID-19 vaccination certificate to help facilitate international travel

o ltis likely that many countries will look for proof of a traveller's COVID-19 vaccination
status and confirmation they meet health conditions of entry such as having a pre-
departure COVID-19 test.

e This may also determine whether a person can ente a country with reduced or lifted
gquarantine or testing requirements.

¢ A number of countries worldwide are investigating how to store and share vaccination
certificates digitally. This may include what vaccine a traveller has had, when they
had it, and who it was administered by, and is attached to a person’s verifiable
identity. This will help to give assurance that documents are legitimate and not fake or
counterfeit.

e Vaccine certificates for the purposes of travel have many other names including travel
health passes, or vaccine passports but at the heart of all of them is a verifiable
vaccination or COVID-19 test certificate We too are looking into this as this work very
much fits in the wider discussion about our border reopening.

e The travel health pass needs to be in a form that is easily available and usable by
travellers so they can share their accination or testing information to whomever
requires it — for example, Customs and Immigration authorities; and the airlines.

e We are working through how we can create a travel health pass via a new or existing
platform that can be accessed, shared, or provided by New Zealanders and travellers
when they need to so they can are travel overseas with confidence.

¢ As vaccination rollout continues globally and domestically we will also need to have
systems in place to assess the vaccination credentials of travellers coming into New
Zealand to keep our country safe at the border. This could be in the form of an app.
Nevertheless, whatever the forms are, digital or physical, we want it to be as user
friendly as possible.

¢ As nations continue to roll out their COVID-19 vaccination programmes, everyone
wants to be able to travel safely and have trust and confidence in our vaccination
systems and processes.
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Questions you may be asked and suggested responses
What is it called?

e There have been a number of terms used to describe a Travel Health Pass. These
include the terms Travel Pass, Green Travel Passport, digital vaccine certificate and
Vaccine Passport.

¢ In adigital context, these are known as verifiable credentials. A Travel Health Pass is
one potential use case of these. The implications of having these, and their implicit
endorsement may have significant potential impacts on New Zealand and global
society, including potential impacts on personal freedoms, sovereignty and
international commerce.

What is a Travel Health Pass?

e The travel health pass will hold a traveller's COVID-19 vaccination status to help
prove they meet health conditions of entry by New Zealand and other countries.

e There may be a number of solutions world-wide and the key is that they can interact
with each other.

¢ This information could be held on a person’s phone, stored in a secure app which a
person can choose to share with government agencies like Customs, Immigration
authorities or airlines before entering a country.

¢ The information held is likely to be similar to what you have on your passport and
include other pieces of information, like your vaccination status, your national health
index number which is administered by the Ministry of Health.

¢ We understand that some people may not be able to produce a digital travel health
pass and therefore we will be working to ensure a physical ‘travel health pass’ will be
available.

Why do we need it?

e The roll-out of vaccines internationally and here in New Zealand will enable us to
gradually begin to open up our borders, but we need to ensure that any steps that
ease our border restrictions do not compromise the health and safety of New
Zealanders.

¢ Intime, verifiable proof of vaccination may be a tool that enables us to allow reduced
or lifted quarantine and screening requirements for international travellers

¢ Itis important that we work with the global community to develop a digital solution for
these travel health passes, to avoid the risk of counterfeit paper based certificates
that can be fraudulently obtained.

e There have been examples of people overseas buying a COVID-19 test or vaccine
certificate at the airport or from the dark web.

e It's really important to me that the team of five million is not let down by someone who
travels to or from New Zealand on a dodgy COVID-19 test or vaccine certificate.

e The travel health pass will benefit New Zealanders wanting to travel offshore and
those that want to come to our country.

e The use of travel health passes that can be verified by countries worldwide will help
to give confidence that it is safe to travel and have others visit our beautiful country.

e We are working on securing the best level of confidence in our vaccination records
and systems to secure the best travel opportunities for New Zealanders.
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Where is this work presently?

e Travel in a post-COVID world is going to look different and not every country will have
the same entry rules, or measures such as quarantine and specific testing
arrangements. As you can imagine designing a system of this complexity will take
some time and will need to be thoroughly tested.

e There is still a lot of work that needs to be done, from both a technical end and a
policy end.

Why don’t we need the Travel Health Pass for travel with Australia?

¢ New Zealand and Australia enjoy a very close relationship and cooperate extremely
effectively on international travel matters. Both countries are fairly early on in their
vaccination programmes which as you would expect is a strong focus for both
countries.

¢ With the launch of quarantine free travel, a lot of work has gone in to ensuring that
the relevant parts of the systems for quarantine free travel are linked up and
connected as needed. | have the confidence that quarantine free travel will operate
smoothly without the travel pass in place.

What type of work is needed to develop a travel health pass?

e Government agencies are still working through what the end-to-end process will look
like from booking your ticket to landing overseas. As you can imagine there are a
number of steps that need to be worked through and a number of different parties
involved to ensure any new process is as streamlined as possible.

¢ One area that we will be focussing on is data requirements and the user experience.
This will include how we maintain a traveller’s information privacy, how we integrate
any data requirements with systems and processes from overseas, and what existing
apps/platforms we can use to securely store a person’s travel health information.

What are the challenges?

There are a number of challenges we need to work through before we stand-up any travel
health pass, including:
¢ Designing a process that is easy to use from a traveller’s perspective and covers from
when they book to when they land overseas.
e Ensuring the system has controls in place around data privacy, security and any
ethical issues with personal health information on a travel health pass
e Having a process ands system that enables New Zealand’s systems to work with
those being used overseas.

Internationally there are a number of government-backed and private sector initiatives for
digital travel health pass platforms. Many of these have reached the critical mass point, and
a New Zealand system will need to be able to work with these other platforms.

It's also not just about system design. The work includes meeting the cost of standing up
whatever the new services will be with resources adequate enough to ensure that
passengers are cleared from airports in a safe and timely manner.

There is a significant equity risk with requiring these. Those who can’t be vaccinated will be
impacted if we aren’t careful about how we proceed. We also need to be careful that these
do not become a de-facto pass for New Zealanders to go about their business.
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What about if people try and provide fake health credentials to game the system?

Any information housed on the travel health pass will need to be verified by
government agencies domestically and internationally. This may include being able to
know what vaccine a traveller has had, when they had it and who it was administered
by. This will also need to be bound to a traveller or person’s identity. This will help to
give assurance that we are not having travellers arrive in New Zealand with fake or
counterfeit details.

However, there is always a risk of fraud and people wanting to game the system. We
will be working hard to ensure that this doesn’t happen.

How will the Government prevent counterfeits?

The Government will use standard encryption and security protocols to ensure hat
any person’s travel health pass is trustworthy. We will continue to work with other
jurisdictions to understand their respective security controls and how their travel
passes work to ensure they can be trusted by the New Zealand government.

What work has the government done in the international space?

I’'m really proud we are on the verge of opening quarantine free travel with Australia
and also looking at opening up to some of our Pacific Realm countries (for example,
Cook Islands and Niue), and while some people say it’s taken too long, I'm
comfortable in the timeline it has been delivered

Another key point is New Zealand cannot go at this alone. While we may be ready to
travel the globe, many of the desired destinations are still fighting COVID-19 and their
priority is protecting their citizens and reducing the death toll.

At the same time we must still protect our own borders, we cannot forfeit the
sacrifices we have made to keep New Zealand safe from COVID.

Internationally we have been engaging with other countries and organisations for
some time including the World Health Organisation, the International Civil Aviation
Organisation and other key travel and trade partners. We are doing this to ensure
whatever p ocess we have in place aligns and can be integrated with other countries.
There is precedent for a WHO-led international vaccine certificate system. In the past
vaccine certificates for cholera and smallpox have been required for international
travel and today some countries still require proof of yellow fever vaccination.

What about the Air NZ trial?

Air NZ is currently working with the International Air Transport Association (IATA) to
trial the IATA digital Travel Pass app on Air NZ’s Auckland-Sydney and Sydney-
Auckland route.

Wi h constantly changing entry and departure testing and paperwork requirements,
the airline wants to streamline the health verification process to help customers know
what they need to take their next international trip safely.

That work is continuing and we expect a report back from the airline to government
agencies in mid-May.
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Why this work is so important?

e Securing the best travel freedoms for New Zealand citizens could come down to
having the right systems and processes in place that integrate with other countries
overseas.

e There are a variety of different proposals and approaches for travel health passes
currently being developed overseas. We are actively considering what the best
approach is for us while keeping in line with best practice.

¢ In addition to working with the International Air Transport Association (IATA), we are
continuing to engage with the World Health Organization (WHO) on work it is taking
forward on the development of global standards for digital vaccine certification. As the
United Nations specialised technical agency responsible for coordinating global
health issues, the WHO has a key role to play here.

e We are also closely following the work in International Civil Aviation Organization
(ICAO) as it sets international Standards and Recommendations Practices for civil
aviation within the United Nation system. This includes things like formal ties for
clearing aircraft with respect to the requirements of customs. As 99% of overseas
travel to New Zealand is by air, how the aviation system interacts with the
international vaccine rollout will be of critical importance to us.

Will the public have to use this for travel into or out of NZ?

e Itis still too early to understand what the requirements may include. We also need to
keep in line with other countries and their requirements for travel.

e A large aspect of this work is to understand the requirements across an entire
traveller’s journey, from when you book until when you board.

I’m worried | will be discriminated against by being unable to travel/ What do 1 do if |
cannot get vaccinated?

Not everyone can get vaccinated and some may choose not to be vaccinated. As borders
begin to open up overseas, it is possible that some countries may treat travellers differently
depending on their vaccination status, (such as different quarantine or testing requirements).
A key aspect of the travel health pass work will be to help ensure that New Zealand secures
the best travel freedoms for New Zealand citizens, while doing all we can to keep our own
country and other countries safe from COVID-19.
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Annex 3 — Wider Strategic Context

The Travel Health Pass work comes within the wider Reconnecting New Zealand
Framework being led by the Department of the Prime Minister and Cabinet.

The Framework recognises that New Zealand has taken a health based approach to
managing COVID-19 -both in preventing COVID-19 border incursion, and managing the
risk of community outbreak as it has occurred. This has been the best way to protect
ourselves, and our people.

Withheld under section 9(2)(f)(iv) of the Official Information Act 1982

RESTRICTED
Page 6 of 6





